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HYBRID TO CLOUD
IDENTITY MIGRATION
WITHOUT DATA LOSS
Using Microsoft Graph API to Escape Hybrid
Identity Purgatory When Standard Methods Fail

“This was a huge win in reducing

cost, complexity, and disruption.”

 - Kevin Poole, Director of IT
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Archbright, a Human Resources Services company, relied heavily on Microsoft 365 and had
already retired the applications that depended on their legacy on-premises Active Directory
environment. Their goal was clear: fully decommission legacy infrastructure and move to a
modern, cloud-managed identity model.

However, the organization was still operating in a hybrid identity configuration, syncing
multiple directories simultaneously.

During a recent hybrid-to-cloud identity migration, a client environment became stuck in an
unrecoverable state where Self-Service Password Reset (SSPR) was completely non-
functional. Standard migration procedures failed, and Microsoft support advised that the most
viable solution was to delete and recreate all user identities. 

For an organization with over 100 users and extensive SharePoint, Teams, and Exchange data
tied to those identities, rebuilding accounts would have been highly disruptive and
operationally unacceptable.

This Case Study documents the discovery and validation of an alternative approach using the
Microsoft Graph API to disable directory synchronization at the organization level, converting
all hybrid accounts to cloud-only status and restoring full password management capabilities
and other cloud only management options, without recreating identities or losing data.

Executive Summary

Client Background

We had three different identity environments syncing at the same time,
and users couldn’t change their own passwords. From a security
standpoint and an operational standpoint, that was challenging.

— Kevin Poole, Director of IT, Archbright

The migration was intended to eliminate this complexity and retire the remaining on-prem
infrastructure.



The client was transitioning from a hybrid Azure AD infrastructure to fully cloud-managed
identities. During this migration, accounts entered an intermediate state where they were
neither fully hybrid nor fully cloud-only. In this purgatory state, password authority was
unclear: the on-premises directory was being decommissioned, but Azure AD still treated the
accounts as hybrid-synced. The result was complete loss of SSPR (Self-Service Password
Reset) functionality. Users could not reset their own passwords; only administrators could
perform resets. 

The Problem

Their answer was just rebuild it all. It’s only 100 user identities, just
rebuild it.

— Dan Morgan, CTO, Teknologize

The migration was intended to eliminate this complexity and retire the remaining on-prem
infrastructure.

Hybrid Identity Purgatory

Why Standard Approaches Failed
Normal hybrid-to-cloud migration procedures assume a clean transition path. When
synchronization is disabled through standard methods, Azure AD (Entra AD) should recognize
accounts as cloud-only and enable cloud password management. In this case, the accounts
remained in a broken state where Azure AD continued treating them as hybrid accounts
despite synchronization being non-functional. Standard troubleshooting and Microsoft's
documented migration procedures did not resolve the identity state mismatch.

Microsoft’s Recommendation: Start Over
After escalating to Microsoft support, the official guidance was to delete all affected user
accounts and recreate them as cloud-native identities. While technically sound, this
recommendation ignored the business reality of the environment.

The Scale of Impact
The organization had over 100 users with identities tied to significant Microsoft 365
resources. SharePoint document libraries and permissions were mapped to existing user
identities, Teams channels, chat history, and membership were all identity-bound, and
Exchange mailboxes with years of email history were associated with the current accounts.
Recreating identities would mean losing ownership and permission associations across all
these services, requiring manual reassignment of SharePoint permissions for every document
library and site, loss of Teams chat history and channel membership context, and orphaned
Exchange mailboxes requiring complex migration procedures. The time, risk, and operational
impact made identity recreation a non-viable solution.
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This was more than a technical inconvenience. It introduced real security, compliance, and
operational risk at a critical moment in Archbright’s infrastructure modernization.

Because users could not change their own passwords, administrators were forced to manage
resets manually across more than 100 accounts. That created immediate operational strain
and raised compliance concerns around password rotation and construction requirements.

When password changes become difficult, they simply don’t happen.

Why Fixing This Was
Business-Critical

If you make it too difficult to change a password, it's not going to get
changed or it's going to get reused.

— Dan Morgan, CTO, Teknologize

The environment had also become inconsistent. Some identities were fully cloud-managed
and controllable, while legacy hybrid accounts were difficult or impossible to manage cleanly.
That fragmentation increased risk, complicated documentation, and introduced governance
gaps.

At the same time, Archbright was ready to retire its legacy domain entirely. The on-prem
environment no longer supported active business applications and was hosted in a third-party
data center, adding unnecessary cost and complexity.

The hybrid identity issue became the final blocker preventing them from retiring legacy
infrastructure and fully transitioning to a secure, cloud-managed identity model.

We were ready to completely shut down the on-prem environment… it
was costing us a lot of money and all the applications that relied on it

were already retired.
— Kevin Poole, Director of IT, Archbright

Discovery and Testing
Process
With Microsoft's recommended path relegated to “Last Resort”, an alternative approach was
investigated. Our hypothesis: if the organization-level synchronization flag could be forcibly
disabled through the Graph API (bypassing the normal admin center controls), Azure AD might
re-evaluate account status and properly recognize them as cloud-only.
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A controlled test was performed: an entirely new virtual Local ADDS (active directory domain
services) environment was created. Then user accounts were added to the server. Finally, a
new Microsoft 365 tenant was created, and Active Directory synchronization was enabled.
Now with our test environment in the same state as our production environment, we
proceeded with our test hypothesis:
A user account was intentionally broken to replicate the purgatory state, directory
synchronization was disabled for the entire domain via Graph API, and SSPR was attempted
on the affected account. Result: Success. The password reset was completed, and the
account was fully functional as a cloud-only identity.

Test Phase 1: Proof of Concept

Test Phase 2: Operational Validation
Due to Graph API propagation delays (potentially up to 72 hours), additional testing was
required to answer critical operational questions. Testing confirmed that users do not need to
reset passwords simultaneously—they can reset as needed when convenient. Existing
passwords continue to function until the user chooses to change them. This flexibility was
essential for a production rollout affecting 100+ users.

Critical Discovery: Immutable IDs Unchanged
A key finding was that this method does not modify Immutable IDs. This is significant because
Immutable IDs are the anchor linking cloud identities to Microsoft 365 resources. By
preserving these identifiers, all SharePoint, Teams, and Exchange associations remained
intact. No data loss. No permission reassignment. No orphaned mailboxes.

Prerequisites
A Global Administrator account in the target tenant is required, along with PowerShell 5.1 or
later. The Microsoft.Graph PowerShell module must be installed.

The Solution: Implementation
Procedure
The following procedure disables on-premises synchronization at the organization level,
forcing Azure AD to recognize all accounts as cloud-only and restoring SSPR functionality.
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If not already installed, run the following command:

Step 1: Install the Graph API Module

Step 3: Verify Current Sync Status

Install-Module Microsoft.Graph -Scope CurrentUser

Step 4: Disable Directory Synchronization

Step 2: Connect to Microsoft Graph
Authenticate with a Global Administrator account:
Connect-MgGraph -Scopes "Organization.ReadWrite.All"

Confirm that directory sync is currently enabled:
$mg = Get-MgOrganization
$mg.OnPremisesSyncEnabled

Expected output: True (confirming the environment is in hybrid/sync-enabled state)

Define the parameter object and execute the update. Note: This uses REST API formatting,
not traditional PowerShell cmdlet syntax:

$params = @{
onPremisesSyncEnabled = $false
}

Update-MgOrganization -OrganizationId $mg.Id -BodyParameter $params

Note: This command produces no output on success. This is expected behavior for Graph API
calls.

Step 5: Verify Synchronization is Disabled

Get-MgOrganization | Format-List OnPremisesSyncEnabled
Expected output: The property should return blank or False.

Step 6: Restore Password Management
Once synchronization is disabled, all accounts become cloud-only. Self-Service Password
Reset is now available for all users (provided the organization allows). Users can reset
passwords at their convenience—no coordinated mass reset required. Propagation may take
up to 72 hours in edge cases, though most environments see changes take effect within
hours.
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After validating the solution in a controlled environment, Teknologize deployed the Graph API
approach across Archbright’s production tenant.

The implementation was intentionally designed to avoid disruption. Existing passwords
continued to function, no mass password reset was required, and users could reset
credentials on their own schedule once synchronization was disabled.

From Archbright’s perspective, the transition was seamless.

Seamless Implementation

No, actually there was really no impact to us. It was completely
transparent.

 — Kevin Poole, Director of IT, Archbright

Given that the alternative would have required recreating more than 100 user identities, along
with their Teams, SharePoint, and Exchange associations, the contrast was significant.

Instead of weeks of rebuilding identities and repairing permissions, the organization
transitioned cleanly to cloud-only identity with no visible interruption to users.

Recreating every account in Azure would have been quite an effort and
very disruptive.

— Kevin Poole, Director of IT, Archbright

Results
The Graph API approach successfully resolved the hybrid identity purgatory state. All 100+
user accounts were converted to cloud-only status with full SSPR functionality restored. Zero
identities were deleted or recreated. All SharePoint permissions and document ownership
remained intact. All Teams memberships, channels, and chat history were preserved. All
Exchange mailboxes remained properly associated with their user accounts. The migration
that Microsoft support said required starting from scratch was completed without losing a
single byte of user data.
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Organization-Wide Scope: This procedure affects all synchronized accounts in the tenant
simultaneously. Selective per-user application is not supported through this method.

Reversibility: Because Immutable IDs are preserved, synchronization can theoretically be re-
enabled if needed. However, password state between cloud and any remaining on-premises
systems would need reconciliation.

Transition Period: Users may experience a brief period where authentication behavior is
inconsistent during propagation. Existing passwords continue to work, and users can reset at
their convenience once propagation is completed.

API Propagation: Microsoft documentation indicates changes may take up to 72 hours to fully
propagate, though most scenarios complete much faster.

Important Considerations

A year after implementation, the environment remains stable and fully cloud-managed.
The organization is now positioned to complete the final phase of legacy domain
decommissioning and continue reducing infrastructure costs.

This sets us up for future cost savings and success.
— Kevin Poole, Director of IT, Archbright

Conclusion
When standard migration paths fail and vendor support offers only destructive solutions, deep
technical exploration can uncover alternatives. This technique, discovered and validated
before Microsoft published official documentation on the approach, provided a non-
destructive path forward for a migration that would have otherwise required weeks of identity
recreation and data reassociation work.

For organizations facing similar hybrid identity challenges, the Graph API provides direct
access to organization-level configuration that may not be exposed through standard admin
interfaces. When the admin center says no and support says start over, the API may still say
yes.

Dan Morgan, CTO, Teknologize LLC

One Year Later
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